DXL Configuration

Integration Step 1

» Before we begin

* You must make sure that you have

* Set up and configured a McAfee ePO server.
» Set up and configured the Threat Intelligence Exchange server and DXL brokers.

« DXL integration can either be configured globally or on a per device basis.
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DXL/TIE Configuration

Integration Step 1

W/ McAfee Network Security Manager @ @

A0 nis| Company Version: 8.3.7.7

H H Dashboard T
Check in the NSP extension - =
N Domain: | /My Company /My Company > Integration > PO > ePO Integration
into the ePO Server. e e poge o apecty the a0 cores e e s, an o e S fanager e whe ommaricating it 270,

4 Updating
Download Signature Sets
It 4 d d t t Download Callback Detectors 1. Download the extension from h
I l I I I I A 2. From the ePO console, go to Mel d install it.
I S re CO e n e O C re a e Download Device Software 3. From this page, enter’tha required —— onnectivity, and finish this wizard.
Manual Import

H : i ity, ded you use a local ePO user account with view-only permissions.
a d e d ICated e P O u Se r Messages from McAfee Tip: To optimize security, we recommen

I» Automatic Updating Fields marked with an asterisk { * ) are required.

€PO integration requires the NSP Extension ozl n the ePO server. To install the NSP Extension for ePO:

1 H Users and Roles
account for NSP integration. |§ P
Integration
GTI
MLC Server Port: [a443
HIP
HP Network Automation dzar sz [admin
4 ePO

Server Name or IP Address: ‘ 192.168.222.1

Password: ‘nnnu-

Summary
PO Integration Test Connection
I» Vulnerability Assessment
Reporting
Maintenance
Troubleshooting

ePo Configuration Wizard step 2 of 2 < Back Finish
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DXL/TIE Configuration

Integration Step 2

W/ McAfee ‘ Metwork Security Manager

A Intel Company

Configuration is done under |g—
the Devices tab ————

/My Company > Global > e

Deploy Device Software

IPS Device Settings > Add i Wizrd

Common Device Settings

DXL Integration fome Festsen

Enter Credentials for ePO | Gantpisig

Login. The default port for J <o

1PS Device Settings

communication is 8443, butlf s

DXL Integration
H H IPS Event Logging
might be different. i samason
Passive Device Profiling
Advanced Device Settings
Virtualization Settings
| Quarantine
[ NTBA Device Settings
Deploy Pending Changes

Version: 8.3.7.7

Devices

/My Company > IPS Device Settings > DXL Integration
When integration with McAfee Data Exchange Layer (DXL) is enabled, IPS sensors can send suspicious files to Threat Intelligence Exchange (TIE) servers for advanced
malware analysis. Enabling integration with DXL/TIE consists of the following steps:

1. Enable DXL so that IPS sensors can locate TIE servers on the network (from this page).
2. Enable the TIE engine within the advanced malware policy and assign the policy to a sensor interface (from the Advanced Malware P page).

Note: By default, all IPS sensors in this domain (and child admin domains) inherit the settings below. Enabling integration from this page therefore enables DXL
integration on all inheriting IPS sensors. You can alternatively enable/customize integration on a per-domain or per-sensor basis.

Data Exchange Layer (DXL) Integration

Enable DXL Integration?

ePO Server IP Address: 192.168.222.1

ePO Server Port: 8443

eP0 Username:

Open eP0 Console
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DXL/TIE Configuration

Integration Step 2

inistrator | Login Histor

W/ McAfee ‘ Metwork Security Manager

Aninsel Company. Version: 8.3.7.7

* Credentials used for DXL

Doma /My Company /My Company > IPS Device Settings > DXL Integration

. .
I n te rat I O n n e e d n Ot b e _ When integration with McAfee Data Exchange Layer (DXL) is enabled, IPS sensors can send suspicious files to Threat Intelligence Exchange (TIE) servers for advanced
Global || Devices malware analysis. Enabling integration with DXL/TIE consists of the following steps:

t h e S a m e C re d e n t i a l.S aS add and Remove Devices 1. Enable DXL so that IPS sensors can locate TIE servers on the network (from this page).

Failover Pairs 2. Enable the TIE engine within the advanced malware policy and assign the policy to a sensor interface (from the Advanced Malware Policies page).

H XC Clusters Note: By default, all IPS sensors in this domain (and child admin domains) inherit the settings below. Enabling integration from this page therefore enables DXL
OS e e n e re I n e e Deploy Device Software integration on all inheriting IPS sensors. You can alternatively enable/customize integration on a per-domain or per-sensor basis.
Add Device Wizard Data Exchange Layer (DXL) Integration

Integration page. To Comen o st

Name Resolution

review this configuration, . ERT—
click the ePO Integration || o T e

Settings hyperlink atthe § ‘s, | eovnn

top-right corner of this o s R

DXL Integration
a e IPS Event Logging
p g - File Reputation
Passive Device Profiling
Advanced Device Settings
Virtualization Settings
| Quarantine
[ NTBA Device Settings
Deploy Pending Changes
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DXL/TIE Configuration

Integration Step 3 — Enable TIE in the Advanced Malware Policy

« /My Company > Policy Types > Advanced Malware Policies

* The Default Malware
Policy can't be edited. So
create a new one or clone
the default.

Administrator | Login History

U McAfee

Anintsl Company

Domain: /My Company

4 Intrusion Prevention
Policy Manager
4 Policy Types
1PS Policies
Advanced Malware Policies
Inspection Options Polices
Connection Limiting Policies
Firewsll Policies
QoS Policies
4 Exceptions
Ignore Rules
File Hash Exceptions
Domain Name Exceptions
Auto-Acknowledgement

I Objects

I Advanced
4 Network Threat Behavior Analysis
NTBA Policies
Communication Rules
NTBA Ignore Rules
Quarantine
Policy Import
Policy Export

Network Security Manager @
ty £l 1>

Version: 8.3.7.7

Dashboard
/My Company > Intrusion Prevention > Policy Types > Advanced Malware Policies

Advanced malware policies control the way in which files are scanned for malware and the actions taken when they are infected. Use this page to define and assign
advanced malware policies.

Advanced Malware Policies

Name + | Owner Last Modified Last Modified By Editable

ATD Malware Policy /My Company

Aug 24 16:47 admin v

Default Malware Policy /My Company Jun 08 09:20 admin
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Enable TIE/ File Reputation

In the advanced Malware Policy

r—y— B File Reputation by contacting
T ' the local TIE server can be
' configured for

Dashboard Analysis

Domain: | /My Company /My Company > Intrusion Prevention > Policy Types > Advanced Malware P

Use this page to specify the basic properties of the policy, including the protocols over which advanced malware scanning is performed, and the scanning options per file type.

4 Intrusion Prevention

pocy Hanages dvance Maluace plicy e Executables
4 policy Types
1PS Policies Properties
Advanced Malware Policies
Inspection Options Policies e ° M S Offi C e F i le S
Connection Limiting Pol IIPE IS SeVEG L LI MaTAgET Call DS SCUYSSEU 11D MalI8US > Ml ILEII81ICE >TSS >IMaIWATS ATLIE Of UileLily (10T L8 1 Syscein:
Firewall Policies NSM_INSTALL_DIR\App\temp\tftpin\malware
QoS Policies Malware Engine/\ .
4 Exceptions i i i
I T - PDF Files
File Hash Exceptions e Reputation Defense
Domain Name Exceptions Executables
Auto-Acknowledgement .
» ot s ' « Compressed Files

I Advanced PDEF Files

4 Network Threat Behavior Analysis E——

NTBA Policies o 1
e s  Android
NTBA Ignore Rules lava Archives £
Q"?’a“t‘"e Flash Files
Policy Import
)
* Java Archives
Prompt for assignment after save
)
* Flash Files
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TIE/GTI File Reputation

Viewing Threat Intelligence Exchange detection in the Manager

" Information is display e
in the Attack Log s s o v s Sy ol vour s

T Doublle-cick & hash 19 view matchung sttacka Arry Malware Confhdonce w

* The Sensor also raises == caan | St Sngine Covbdemen

Clicking the ® icon to view file reputation from each of the three sources

. H H A Teash m TIX J GTI Fiw NP An .
a MA L WA RE. Mallc’o us —_ = Rogmtotomn | Threat Intelligence Exchange Engine Results | X
File Detected by TIE =~ mess  osemmars  voynon St e s e ot e
. Texe acten M0R4cOTSeIS1742) Hagh Migh
En gln e al.e rt. Tabe acen 0007204300199 igh High Total Detections:
Tode actrin 16208044 04050 Migh High Last Detection:
Laks acon MLaA2622931310N) Very Migh :\‘Zt.mrt File Names Used by this 1
LA, e ary Malware Confidences Observed for High
Teke actan 1120695 10075027 Very High
Lake actun 453414525901 55ed Very Low Very Low
Iabe pcton Calealasssining2 Very Migh 1) Ver
Take acten 2o 100570335204 Hagh ugh
Tabe actoon MMTORSNa21192¢ Very Migh V) Ver
Lahe acten T31841 425832 Very tigh Mok ! Ver Close
Iz actn 1IB1502e004621 10d Very tgh agh
Takz actrn SO0 T 04l Letad Very tigh 1) Very tgh
<
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Sensor CLI commands for TIE and DXL

Specific to Threat Intelligence Exchange

The NS-series Sensors are provided with CLI commands specific to the Threat
Intelligence Exchange.

e Normal mode

* show tiestats — Displays the total requests and responses to file reputation requests and number
of file reputation responses per source, the sources being Enterprise score, ATD and GTI.

* show dxl status — Displays whether Data Exchange Layer is enabled or disabled.
* Debug mode

» set ma wakeup port [<1-65536>] — Enables you to change the port used to wake up McAfee
Agent through the Sensor CLI.
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